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ABSTRACT
The Transportation Security Administration has a proposed a new system to better ensure the safety of America’s skies. Named the Computer-Aided Passenger Pre-Screening System (CAPPS II), it hopes to improve current airport security measures by deeming all ticket holders with colors which designate their supposed “risk” level thereby allowing most US citizens quicker check-ins time while simultaneously providing a more superior method of authenticating identities to prevent terrorism on domestic airplanes. The following discussion will cover the controversial issues with designing and implementing a national system of this scale and scope and discuss what concerns must be addressed before CAPPS II becomes public. Topics to be covered include trust (in computers, designers, and in the government’s information policy), economic considerations (opportunity costs, sources of funding, pricing), intellectual property of the system design, the government’s liability of backing such a system, as well as ethics and privacy.
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1.
INTRODUCTION (Jamie Yaptinchay)
The colors green, yellow, and red now have an unanticipated new calling: to fight the evils of terrorism. The Transportation Security Administration (TSA) announced a new system last fall named CAPPS II – the Computer Aided Passenger Pre-screening System. Authorized by Congress in the wake of the 9/11 terrorist attacks, CAPPS II will designate every single U.S. plane ticket holder a color, each signifying the degree to which an individual is a “threat” and ultimately whether or not he or she can board an airplane. And while this is all well and good with its intentions, controversy and concern have arisen from this newly devised system from conservatives and liberals alike, and such concerns are far from unwarranted. The aim of this discussion is to bring to light the social aspects of the CAPS II technology, the economic viewpoint in regards to its implementation, as well as the issues of intellectual property, liability, ethics, and privacy that have been concerning the public on what can now be considered the “eve” of its release.

How the system works is fairly simple, each passenger who goes through airport security check will be assessed and assigned a color according to a pre-determined algorithm which formulates the threat level of the individual and authenticates the identity of the passenger (TSA). Most passengers screened will be deemed “green”, having no threat to safety. Once a passenger is “green” he or she can freely board the plane, and more importantly, avoid unnecessary additional screenings, and thereby lead to shorter wait time at security checkpoints and improve on-time flight rates. The TSA insists that most Americans will be in this category.

A small portion of the population will be deemed “yellow”. This group of individuals will be asked to undergo additional screening and security checks (EFF). Lastly, an even smaller percentage of the screened passengers will be assigned the color “red”. Individuals deemed “red” will not be permitted to board their aircraft due to the threat risk decided by the Passenger Pre-Screening System. In addition, those who receive a “yellow” or “red” mark can be subject to questioning and even arrest if there is a just cause, such as having an outstanding state or federal warrant for arrest on file (TSA).

The method by which these colors are assigned is not being explicitly released to the public (for reasons to be discussed here later). However, the TSA assures that only a small amount of additional information will be obtained by the system in order to make its rating. Such information will include the usual basics of name, birthday, address and phone number. These fields of information are known as Passenger Name Record (PNR) data which will be collected by the reservation systems. This data will then be supplemented with records from commercial databases as well. Except for “rare exceptions”, the TSA maintains that data and risk scores generated by CAPPS II will be destroyed after the passenger’s travel itinerary is completed (TSA). Therefore, the TSA insists that the transition to CAPPS II to the average American citizen will be as unobtrusive as possible and without the evasive data mining practices. Ultimately, the TSA hopes that the implementation of CAPPS II will lead to shorter wait-time at check-in points, a better means to assess how to allocate Homeland Security resources, and most importantly, a more reliable screening process at airports to further the cause of national security. 

It must also be noted that CAPPS II will not replace currently existing airport security measures including baggage and passenger screenings, “fortified cockpit doors in all airliners, thousands of Federal Air Marshals aboard a record number of flights, and armed Federal Flight Deck Officers” (TSA). Instead the system would function as the “system of systems” in the hope of constructing the silver-bullet in passenger identification and airplane terrorism prevention. 

As it stands now, the system is yet to be fully implemented. The United States Congress has requested compliance over a set of terms concerning its system and its ability safeguard citizen’s rights to privacy and to deter room for abuse and error. Until TSA can fully demonstrate that CAPPS II meets all the requirements, Congress will withhold additional funding and ultimately delay, and possibly prevent CAPPS II’s implementation. The following requirements are as follows: “(1) a system of due process exists by which passengers considered to pose a threat may appeal their delay or prohibition from boarding a flight; (2) the underlying error rate of databases will not produce a large number of false positives that will result in a significant number of passengers being treated mistakenly or security resources being diverted; (3) the TSA has stressed-tested and demonstrated the efficacy and predictive accuracy of all search tools in CAPPS II; and (4) the Secretary of Homeland Security (Secretary) has established an internal oversight board to monitor the manner in which CAPPS II is being developed and prepared.” (Bill Summary, 108th Congress). It is from this context that we begin our discussion the social, economic, and controversial issues facing the proponents of CAPPS II.

2.
THE ROLE OF TRUST in the implementation (Anthony Trotter)
The concept of “trust” is often overlooked in the implementation of the system.  The following section will provide in an in depth look at trust in the computer and trust in those that create the software for these computers, as well as the relation between these subjects to the potential success or failure of the Computer Assisted Passenger Pre-Screening System II.  Can we trust the computer, those that use or govern the computer, or the programmers that create software for these computers?  Are trust and the computer even related to the success or failure of the CAPPS II?  


Before going further, it must be first established what importance trust has in the success of a system and whether these issues are truly barriers that must be overcome in order for CAPPS II to succeed.  It is easy to conclude that trust in computers is important.  They are the very foundation of which the information is stored.  If they are not secure or reliable then users, direct or indirect, would not want their information stored on these computers.”  What if users have trust in the computer, but not the programmers who create the software for the computers?  In this case, the problem is organizational or managerial.  The companies these programmers work for will need to reevaluate their software design.  If users have trust in the computer and the software created for these computers, but no trust in the users or operators of these systems, he or she will not want to provide his or her credit card information to an organization if he or she believes that the organization’s computer systems are not as secure as possible.  Furthermore, what if the quality of the hired personnel does not meet the user’s standards?  If that is the case, a user will not trust his/her valuable information to an organization if employees are known to misuse secure or private information. Thus, it is obvious that trust is important when we speak of the adoption of new technologies or policies like CAPPS II.  If the users do not trust the computer systems, the software programmers, or the employees themselves, CAPPS II will ultimately fail.  


The list of participants involved with CAPPS II is quite extensive.  Foreigners, passengers and non-passengers, airline and airport employees, travel groups, organizations, computer systems designers and programmers, and the government themselves all play a role in CAPPS II.  This article will focus on two of these participants, that is, the passengers and non-passengers, and computer systems designers and programmers.  Trust in the government is a larger issue and is beyond the scope of this text and will not be covered here. Rather, trust in the actual computer systems and their designers will be focused upon.  


Normally, when analyzing a socio-technical problem such as CAPPS II, one would look at the various viewpoints of each participant.  However, the case of trust in CAPPS II seems to be somewhat different; it is the end user (in this case, all U.S. citizens) that benefits the most from CAPPS II.  The government and organizations may benefit from a well designed, reliable system.  Ergo, they will work hard to ensure that CAPPS II is as secure, reliable, and accurate as can be.   CAPPS II is here not only to protect the passengers, but all U.S. citizens, including the organizations and the government themselves.  In addition, CAPPS II is offering something new to U.S. citizens that they are generally not ready to adapt, that is, generalized surveillance.  Jim Dempsey, president of the Center for Democracy & Technology, states in regard to CAPPS II, “I’m pretty sure that Americans have not bought into generalized surveillance” (Singel).  Dempsey asserts that Americans are not quite ready to sacrifice a portion of their privacy for increased safety.  As such, the rest of this article will focus on the issue of trust from the passenger/non-passengers point of view, since, government officials and organizations are (non)passengers as well.  


Are computers flawless and truly secure?  If passengers and non-passengers alike are concerned with these questions, this lack of trust in computers can effectively plague the success of CAPPS II.  The answer to these questions relies entirely on the owners and users of such computing devices.  For example, users can encrypt his/her files to ensure that others can not access that information.  Microsoft states that, “Windows includes the ability to encrypt data directly on volumes that use the NTFS file system so that no other user can use the data.” (Microsoft).  Microsoft asserts that files can be encrypted in a user environment.  However, Robert Bragg of the SANS Institute points out four flaws with the Windows Encryption File System: Password guessing or cracking, password insertion, obtaining and reassigning the Key, and locating unencrypted copies of the data.  Bragg also states that, “for every attack mentioned here a countermeasure exists.  That is, there is something that could be done to either foil the attack, or make it more difficult to successfully complete.” (Bragg).  Bragg asserts that it is up to the owner or user of that computer to make sure that his/her data is secure.   Is ensuring the security of your data difficult?  Bragg mentions that, “Implementing these countermeasures is not difficult.” (Bragg).  Thus, Bragg asserts that maintaining security in your own files is not difficult at all. 


From the above example, it appears that a user or system administrator can ensure that data is secure by taking the appropriate safety measures.  However, this still doesn’t answer the question, “Are passengers and non-passengers concerned with the safety of their information when using computers?”  A survey by US Trust shows that, “approximately two-thirds of the affluent use their computers to help them manage their personal finances.”  (US Trust).  In addition, US Trust states that, “the rest of those surveyed do not use computers to manage their personal finances for a variety of reasons—chief among them are security concerns, difficulty and lack of software.” (US Trust).  US Trust asserts that only one-third of those surveyed are truly concerned with computers and security issues.  In fact, upon further inspection of US Trust’s survey, only 45% of the one-third affluent Americans actually refrain from using computers to record their important financial information because of concerns for security.  Hence, it appears that only a minority of users are truly concerned about the security of their sensitive and personal information in computers.  In fact, from these results, it was found that only 18% of those tested are actually concerned about computers and security.
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On the other hand, according to a small online survey (77 various participants as of March 9, 2004) I did regarding trust in government regulated computers, the majority of those surveyed (almost 60%) do not trust that the information stored in government regulated computers is secure.  Figure 1 below demonstrates the results from this survey.  

Figure 1: Demonstrates that the majority of users (almost 60%) believe data held on government regulated computers is not secure.

Overall, it appears that passengers and non-passengers are not as avidly concerned with the security of their information in the computer itself.  Data on computer disks can be encrypted, and though the encryption of files can be thwarted, there are also countermeasures one can take to ensure that the encrypted information can not be hacked and remains secure.  In addition, studies have shown that only a minority of users are concerned with the security of their information on a computer.  On the other hand, the survey results above suggest that users do not trust that information held in government computers is secure.  Perhaps, then, users trust the computer itself, but have a lack of trust in those that monitor and regulate these computers.  In this case, the lack of trust is in the government, but this will not be discussed, as it is beyond the scope of this article.


If passengers and non-passengers are not concerned with the security of their information on the computer itself, are they concerned with the software that stores their information, provides that information to others, and exchanges that information with other information systems?  Do passengers and non-passengers trust the designers and programmers to create valid, secure, well tested and bug free software?  If users do not trust the software being designed to handle their sensitive and private information securely, reliably, and accurately, CAPPS II may not be the success it hopes to be. Again, these are issues CAPPS II must reckon with to ensure its future success.


Design, testing and debugging of software is extremely important to users of the software.  The case of Therac-25 is perhaps one of the best examples in the case horribly tested and buggy code, resulting in the severe and painful injuries, along with the deaths of three patients.  Many factors contributed to the fall of Therac-25, including a lack of sufficient testing of the computer program. Baase, in her book, A Gift of Fire, states that the factors include, “lapses in good safety design, insufficient testing, bugs in the software that controlled the machines, and an inadequate system of reporting and investigating the accidents.” (Baase, 149).  Baase asserts that the design, testing, and debugging of code is especially important.


What does the above example say about the design of software for CAPPS II?  First, the software will be dealing with personal and sensitive information and thus must be essentially bug-free.  Second, the computer system must be well-designed so that others cannot easily obtain the information held in its databases.  Finally, the software that CAPPS II will use must be well tested before being released into the real world to ensure that the system is reliable and secure.  


The Transportation Safety Administration is taking great precaution in their choice of software.  In fact, the designers are leaving it up to the best software company to create the software for the CAPPS II system.  Ryan Singel in his article, “More Checks on U.S. Travelers,” states that, “the TSA awarded preliminary grants last spring to Lockheed Martin, Infoglide Software, Ascent Technology, and HNC Software…” (Singel).  Singel affirms that the TSA wants the best software for their system.  However, many question whether it is through a lack of trust that the TSA is asking multiple software companies to make their greatest attempt at writing software for their system.


To an extent, it can be seen that it is through a lack of trust that the TSA solicits the help of multiple software companies.  As mentioned before, the TSA and other government officials are also passengers and non-passengers.  Thus, if the TSA exhibits a lack of trust in the designers and programmers of software, perhaps it is the passengers and non-passengers themselves that are actually exhibiting that lack of trust?  Through this action alone, the TSA demonstrates their lack of trust of designers and programmers, as well as the lack of trust held by passengers and non-passengers.  In addition, this action encourages all passengers and non-passengers to support CAPPS II, since it demonstrates the concern to find the most secure, reliable software available.


Survey results from my online survey also suggest that users do not trust the designers and programmers of software.  In fact, about 45% of the participants answered “No” when asked if they believed that programmers will take great care in designing, writing, and testing their programs, and whether managerial factors and agendas would not get in the way of the creation of their product.  The remaining participants either answered “Yes,” or were “Undecided.”  The results of the study are shown below in Figure 2.
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Figure 2: Demonstrates that the majority of survey participants do not believe that programmers will take great care while writing the programs for CAPPS II.


Overall, it appears that passengers and non-passengers exhibit a lack of trust in the abilities of software designers and programmers.  However, because government officials such as the TSA are themselves passengers and non-passengers, and because they are publicly exhibiting this lack of trust, with this in mind CAPPS II still has substantial potential at being a success.


Many factors will attribute to the success/failure of CAPPS II, trust being an important one of them.  From the current analysis, it appears that passengers and non-passengers are not as avidly concerned with the security of their information on computers.  In fact, it appears that a majority of Americans trust that their information on computers is safe.  On the other hand, it appears that passengers and non-passengers may demonstrate a lack of trust in those that regulate these computers.  In addition, it appears that there is also a lack of trust in software designers and programmers.  This lack of trust is publicly exhibited by the TSA and, consequently, may actually reduce the current lack of trust held by passenger and non-passengers.  As far as trust is concerned, the CAPPS II project looks promising in its success with users, though there are still boundaries, such as trust of the government, which must be overcome.
3.
ECONOMIC CONSIDERATIONS (Jamie Yaptinchay)
Along with the ramifications of the new system for the average citizen, the new precedence in governmental information aggregation, and the concern with social “trust” when it comes to the system’s actual implementation, a very important question stands, asking, who will pay for CAPPS II?  As with all goods and services, cost and benefit analysis is necessary to determine if the efforts of production will be worth the costs. The TSA’s Passenger Pre-Screening System is no different. In this section, funding, possible new increased costs, and a discussion of a marginal benefit and cost analysis will be covered as a baseline of economic concerns. 


Being a federally funded project, CAPPS II will be funded by the authority of the US government using the dollars paid by taxpayers. However, such funding has not been wholeheartedly granted yet and will not be until the TSA can ensure that it has now met the above requirements as discussed earlier (Bill Summary, 108th Congress). Passing these congressional tests is the biggest barrier to CAPPS II proponents as it prevents the full funding of the system. Unless the concerns of privacy, security, effectiveness, and accountability are addressed, CAPPS II can very well never come into reality due to a simple lack of resources (EFF 2). Furthermore, even though it is federal dollars which will fund the project, it would be ignorant to not recognize the cyclical nature of assigning costs. While the costs to implement CAPPS II will be absorbed by the government, the government cannot realistically generate the revenue from nothing and not change the money supply to support CAPPS II. Such funds will have to be  acquired from the private sector at some point. However, a more pressing concern is about what will take place when the government does approve to fund the program. 
Because there have been no proposed new taxes for CAPPS II explicitly, it can be assumed that the funds will be taken from elsewhere in the spectrum of federally funded programs. As such, the most important economic cost when it comes down to funding the project is opportunity cost: the cost associated with choosing CAPPS II over its alternative programs. For example, if CAPPS II were to be implemented, which federally funded projects would lose financial support, and more importantly, what other programs that could perhaps have better implemented increased airline security will now not be put into operation because of CAPPS II? A weighing of alternative allocations of federal dollars must be considered when determining the “true” cost of this new system.

Determining costs is important in any project because it is from these numbers and often intangible concepts of “costs” that one can weigh the benefits against. And as always with a new project, there is a concern for increased costs in general. Because of its federally funding, CAPPS II should not directly cause a rise in costs of airline ticketing by the average consumer or the cost to the airline. Costs of flying to the average flyer would change due to either a change in demand to travel or a shift in the supply of available flights.  For instance, CAPPS II aims to more efficiently screen passengers, if this leads to less demand on the part of passengers who do not wish to release additional information, the demand curve would shift leftward, keeping supply of flights constant, and thereby causing a drop in ticket prices. However, if the new efficiency of CAPPS II coupled with the additional promise of heightened security increases the demand of airline tickets, while holding supply of flights of constant, ticket prices would be expected to rise. From this example, it must be called to attention that the establishment of a new system on its own will not mean increased costs to the consumer simply because of the additional costs of implementing the database. The costs incurred by the new system design and security personnel are planned to be absorbed by federal funding, funding already allocated for Homeland Security.

Besides the myth of immediate increased costs for consumers in ticket prices, there are other less obvious costs which must be mentioned. For example, the cost of possible civil liberty litigation made by citizens who feel they have been unfairly deemed an incorrect color, denied their rights to move about the country freely, or feel their rights of privacy have been compromised without their control. But mainly, as mentioned above, the most expensive costs are the ones that do not make the accounting ledger: opportunity costs. The costs of allocating resources into this project and not into another must have worthy enough benefits to forego a possible different solution to increased airport security.
Finally, the most basic economic tool when assessing whether or not to produce a product or put a new service into operation is the marginal cost-benefit analysis. In short, this analysis requires that one produces only when marginal benefit (MB) exceeds marginal cost (MC). And while this makes sense in that people would not produce something if it cost them more than it benefited them, it is difficult to apply this concept to the CAPPS II project because the concept of national security cannot be represented as a number. It is reasonably possible to gather the data necessary to calculate the marginal cost of a certain unit of time (such as each day) that the system is in place or by each additional geographical area which implements the system to assign the marginal costs. The trouble is measuring the intangible of “security” as a whole, let alone in the marginal sense. Because of this, MB > MC analysis is not as clear-cut as a production line. CAPPS II presents many challenges for those appropriating and justifying the funding of such a project of its scale.

4.
Intellectual property and liability (Ryan Prins)

When a standardized national system like CAPPS II is going to be implemented, there are many considerations that need to be taken into account in regards to liability and intellectual property. Liability is an issue for the government in regards to litigation on false positives. Intellectual property is an issue for its designers. For example, members of the development team and the design team are later working in positions where they are working on similar projects, what kind of intellectual property is theirs and also, what kind of intellectual property is that of the United States Government? These are some common concerns that the users of this system have when it comes to their confidence in CAPPS II.


The issue of intellectual property is a topic that bears great importance in such a large project like this. The way that intellectual property will be defined for this discussion will be that “intellectual property refers to creations of the mind: inventions, literary and artistic works, and symbols, names, images, and designs used in commerce” (WIPO). We are more concerned on how the inventions, in this case CAPPS II, will be protected.


Since CAPPS II is a nationwide database that will eventually hold information on all of the citizens that fly in the United States, it is important that the theories and technologies behind this are protected. In the early stages of development, the Department of Homeland Security was protective of the information that they were handing out to the public about the system. This lead to public distrust in the system and it was found that there had to be some information, or intellectual property, released about the system to gain support. James Dempsy of the Center for Democracy and Technology said that “now there's a genuine effort to say more or less what the thing is about” (Manjoo).


The government is realizing the importance of withholding information about how people are put into the specific lists. What the public does know is that they have “no ability to access those profiles and risk assessments” (Pierce). This is a part of the government protecting what they consider very valuable intellectual property. If the way that they formulate the specific colored lists were to be released into the public domain, it would give those with the proper means a way to potentially find ways to circumvent the system. However, this is not a valid enough justification for secrecy to much of the American public. They want more of the government’s intellectual property put out in the public domain for all eyes to see. The lack of secrecy wins public confidence and helps alleviate fears of government abuse of the system. However, to what extent does disclosure compromise the primary concern of national security?


Another interesting aspect of the intellectual property issue is how the intellectual property (or intangible property) of the passengers that is accessed and viewed. Publicly available information about passengers, such as any information that is found in “commercially available information” (CAPPS II: Myths and Facts), will be used to classify the passengers. But, if passengers are worried about how their intangible property will be stored, they do not need to worry about this aspect. This is because “CAPPS II will not bring any information contained in the commercial databases into the government's system” and for “U.S. persons, information will only be kept for a short period after completion of the travel itinerary, and then it will be permanently destroyed” (CAPPS II: Myths and Facts). So, CAPPS II system will only check the commercially available databases for information that matches the information that is required (including name, date of birth, address, and phone number) from the airlines for each passenger to fly once this system is in place and once the information is no longer needed it will be permanently destroyed.


With such a large project like CAPPS II, there are liability issues that need to be identified and handled before the project goes public. It is important that passengers have recourse in attempting to remove them from a flagged list if they feel that they have been placed on a list by error. Without such recourse, abuse of the system can be more easily rendered and unidentified and may ultimately lead to the denying rights of travel to those citizens who really are not terrorists without a hint of due process. The General Accounting Office has found that the CAPPS II system has no process for determining if it is “producing accurate scores and not ‘false negatives’” (Passenger Screening). But, the Department of Homeland Security has addressed this issue and has gone on to say that “there will be a redress process established” (CAPPS II: Myths and Facts). This is a good thing for the passengers, at least on paper. 

The United States Congress has found that the redress procedure is not fully completed as of January 1st, 2004. They are concerned that if the information is stored for a very small amount of time that it might be “impossible for passengers to seek redress if they do not register complaints quickly with the TSA Passenger Advocate” (Passenger Screening). This creates a problem for passengers who are flagged incorrectly. It was also noted that since the government obtains its information from commercially available databases that the user would have to be responsible “to correct errors in commercial databases” (Passenger Screening). This process of fixing incorrect information would be tedious and might, in the end, only cause more trouble for the passenger who was wrongly classified in the first place. Expecting such avid correction of misinformation by each and every individual seems unreasonable at best.


As stated above, the problem of ‘false-positives’ is a very large issue but the idea that unauthorized access of the system could be obtained or ‘hacked’ is another large liability concern that needs to be addressed. The General Accounting Office, in their report about the CAPPS II system to Congress found that the “TSA does not yet have assurance that CAPPS II will be adequately protected from computer hackers” (Aviation Security 22). This is a large concern because the CAPPS II system should have in place a set of security policies and procedures that will help ensure that the system will be safe from unauthorized users. The magnitude of abuse is unknown at this time, but the information that is being accessed, without permission, and the potential harm of such information being used for purposes beyond airline flight security are startlingly vast.


Currently, according to The Federal Information Security Management Act, the CAPPS II system needs to have implemented the following safeguards to prevent the system from being abused: “(1) security policies, (2) a system security plan,

(3) a security risk assessment, and (4) certification and accreditation of the system's security” (Passenger Screening). With these four safeguards put into place the system will have the infrastructure in place that will help enable the system to have a stronger security framework and to better protect the technology and the information that is gathered and stored (albeit it briefly) in CAPPS II.


Since the CAPPS II project is still in the development stages, there is still a large majority of testing that needs to be completed before this system will go live to the public and to the airlines for regular use. This testing is needed so that the accuracy of the databases can be checked as well as the ability of the system to handle the large volume of traffic that will be encountered when the system is live (Aviation Security 36). Once the eight requirements that the General Accounting Office pointed out in their report are met, the system will no longer be the liability to intellectual property and to personal intangible property. Nevertheless, until further development and testing is completed on CAPPS II, it will remain a liability to passengers and their information.
5.
ethics, privacy, and information policy (Rufino Virata)

In the GAO report, CAPPS II was described as a program “attacked by various interest groups as a huge threat to personal privacy” (GAO). CAPPS II has brought about a whole lot of concerns to the public. Are these issues valid, should the public be worried, what should be done? To come up with the answers to these questions, one must first be fully aware of who is involved, to see the different perspectives concerning these different issues. The groups involved are the stakeholders of CAPPS II. After clearly addressing who the stakeholders are, one must then look at the possible benefits and consequences of CAPPS II. From here, the next step would be to identify the rights of the stakeholders affected, and the responsibilities of the stakeholders who are causing these consequences.  These steps bring about a more complete picture to clearly understand the situation. So in this section, the stakeholders will be identified, each major issue addressed and finally possible actions to improve the situation.

The stakeholders involved in CAPPS II are the US government, foreign governments, both domestic and foreign airline passengers, domestic and foreign airlines and their employees As one can see, evaluating the rights and responsibilities of each of these groups, provides a very broad topic, spanning across many subjects. Having to decide whether or not one country has the right to impose its laws on other countries, etc. are some of the many issues that need to be considered. For the sake of simplicity, the scope of this section will be focused on the domestic stakeholders, mainly the government agency in charge of CAPPS II Transportation Security Agency (TSA), the airlines and airline passengers. 

What are the rights and responsibilities of each stakeholder? The government is ethically obligated to protect the welfare of the American People, both their safety and their rights. Airline agencies have the responsibility to protect the privacy of their customers. Airline customers have the right to privacy and anonymity. All of these rights and responsibilities must be considered when looking at these issues.

The problem when investigating the ethical issues of CAPPS II is that there is no “solid evidence”, a lot of the issues are “theoretical” and one must rely on existing similar systems or expert predictions in order to make an informed decision. Still, many times, this informed decision is not accurate because “existing” similar systems are still only “similar” systems that may or may not produce “similar” results but not “exact” ones. These discrepancies between “similar” and “exact” can be the difference between failure and success of a system. Experts’ opinions and predictions cannot be taken as truth or facts; experts cannot “accurately” predict the future. Before taking a stance for or against CAPPS II, the decision maker must consider all the issues brought forth and carefully evaluate the validity of all the points of views involved. The following are the major ethical issues created by CAPPS II along different points of views.  

The first issue to consider is whether CAPPS II helps the US government fulfill its mission “to ensure that terrorists and violent fugitives do not present a threat to aviation security?” (TSA) The ACLU suggests that if the answer to this question is no, then one should not pursue it. Violent fugitives will have a greater chance of being caught and prevented from entering planes, if CAPPS II is implemented. CAPPS II has been proven to prevent people with adequate documentation from boarding planes.  Will this system effectively stop terrorists from boarding a plane and hi-jacking it? Proponents claim that terrorists can effectively use identity theft as a hole to sneak through CAPPS II. The TSA addresses this by claiming “CAPPS II design includes an information-based identity assessment process similar to what is done today in the commercial sector when, for example, a person purchases a cellular telephone, opens a bank account, or acquires a credit card.  This is a substantial addition to the current identity verification process” (TSA).  Credit card fraud occurs frequently. Based on this fact one must be concerned that unless identity theft problem can be fully addressed, the total effectiveness of CAPPS II is greatly reduced. Using identity theft, terrorists may be inaccurately labeled “green” and therefore undergo minimum-security screening. The TSA admits that “CAPPS II would not detect all instances of identity theft without implementing some type of biometric indicator, such as fingerprinting or retinal scans” (TSA). So, should the government use biometric scans to help prevent identity theft?  

According to the TSA, CAPPS II is a “ prescreening system that will assess the likelihood that travelers are who they claim to be and perform a risk assessment to detect individuals who may pose a terrorist-related threat or who have outstanding federal or state [arrest] warrants for crimes of violence” (TSA). How will CAPPS II be able to determine the “likelihood” of someone being a terrorist? The issue of ethnic profiling and discrimination has been a concern. The TSA claims “CAPPS II will absolutely not profile based on race, ethnicity, religion or physical appearance” (TSA).  Instead, the government will use other factors to determine the likelihood of terrorist activity. In order for CAPPS II to be effective, this “secret algorithm” for determining likelihood must be kept secret, since “the solution is not to provide the public with more information on the subject, because to reveal all the data and background on the process is to kill the process” (GAO). This secrecy gives a lot of unchecked power to this agency. As in all bodies of government, proper checks and balances are needed to prevent the tyranny of one agency or branch over another. Without this balance of power, this check, “mission crepe” and abuse of the power of having this information is at a high risk.

The American Civil Liberties Union claims that CAPPS II “is like a Maginot line, the heavily fortified defensive frontier constructed by the French before World War II (ACLU). ” As history shows, even with this strong defense against the Germans, the Germans were able to find a weakness against this defense and exploit it to defeat the French. Will CAPPS II be the same: a strong defense, but with holes. What are the holes in the CAPPS II defense? This is primarily the first issue to be addressed, before any other issue: the total effectiveness of CAPPS II, because it is the most important. The government is ethically prohibited in risking the safety of American Citizens along with investing money and effort in a program that hasn’t been adequately proven to work. Are pharmaceuticals companies allowed to sell drugs without proper testing to show the possible effects on the consumers?

Another issue to consider is the potential negative effects of CAPPS II on the stakeholders, mainly on the citizens. Passengers have already had their privacy violated, “angry passengers have filed class-action lawsuits against both airlines [Jet Blue and American Airlines] (Goo).” It is the airlines’ responsibility to protect the privacy of their customers, only using this information for the specified purposes. The airlines may not use this information for any other use without their customers’ approval. Already major airlines such as Jet Blue and Delta, shortly after September 11, violated their customer’s trust by giving away this information to government agencies. Airlines have been scrambling to address this issue by coming up with ways to allow them to “turn over passenger records while protecting consumer privacy and limiting airline liability (Goo).” This is a correct step for the airlines. Another privacy concern is once all these databases are combined, what steps will be taken to protect this information from hackers and other groups who value this information? Once the government has this information, the government has the responsibility to protect the privacy of American citizens by protecting the computer systems, which contain the information.

Besides privacy, another possible consequence is “false positives,” of innocent people being wrongly screened as a threat. The accuracy and efficiency the databases haven’t been properly tested, according to the GAO and other interest groups. This can contribute to false positives. As mentioned in the previous section, to protect privacy, the social security numbers will be destroyed after the collection of data, but this also means that correcting erroneous data may be difficult. Already the right of liberty and freedom of some citizens is violated because of errors of this system.  The TSA counters this by saying “With CAPPS II, there will be a redress process established, to include a Passenger Advocate (TSA).”  The Passenger Advocate will focus on assisting passengers who feel that they have been incorrectly or consistently prescreened” and that this will “eliminate many of the mistaken identity situations that airline travelers currently face under the pre-screening system that the airlines now operate (TSA).” 

Airline passengers have the right to privacy. The airlines must protect the passengers’ right to privacy by not using any private information obtained from the passengers without their permission. The government must first ensure the effectiveness of CAPPS II through further study, before implementing it. If this is ensured, they should then protect the privacy of the passengers by providing adequate security of CAPPS II from hackers and illegal access of the information. The accuracy of the databases is also a major concern. The government has taken appropriate steps (in solutions) to protect against “false positives” in the form of Passenger Advocacy. More information on how this Passenger Advocacy works should be made public. Lastly, a balance of power must be implemented to help prevent abuse of the government enforcing and maintaining the CAPPS II system.

5.
COncluding remarks
While the Transportation Security Administration currently works to meet Congress’ requirements for funding, CAPPS II remains under close scrutiny. Whether revered for its color-coded simplicity and promise of more efficient security checks or detested for its database’s “big brother” nature and potential for government use for other purposes than airport security, the fate of CAPPS II is far from decided. It is our hope that the above discussion brought to light the many concerns which must be addressed before CAPPS II can be made part of the national security plan, in order to wisely invest national resources into it, to truly make domestic air travel safer, and to ensure that the civil liberties of freedom and privacy are not compromised in the effort.
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