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Part 1

Packet 1
1. Dest: 08 00 20 8f 0f 6d / Src: 08 00 20 a8 63 eb

2. No special

3. It is IP v 4. Based on the frame type 08 00

4. Yes, it is legal because the packet size is 76 pairs long in the data frame.

Packet 2
1. Dest: 01 00 0c cc cc cc / Src: 00 40 96 32 b2 77

2. No Special

3. Apple Computer AppleTalk. Based on the frame type 80 9b

4. Yes, it is only 121 pairs long in the data frame.

Packet 3
1. Dest: 00 80 19 08 37 39 / Src: 00 00 c0 bc 87 40

2. No special

3. Novell Corporation IPX. Based on the frame type 81 38
4. No, only 42 pairs in the data frame, a minimum of 45 is needed.

Packet 4
1. Dest: ff ff ff ff ff ff ff / Src: 00 02 55 1d 06 65

2. Destination is a broadcast address.

3. It is IP v 4. Based on the frame type 08 00

4. Yes, it is 98 pairs long in the data frame.

Packet 5
1. Dest: 2a 00 00 03 00 00 / Src: 00 02 55 1d 0b 65

2. No special
3. It is DECNET Phase IV, DNA Routing. Based on the frame type 60 03

4. Yes, it is 54 pairs long in the data frame.

Packet 6
1. Dest: 09 00 07 ff ff ff / Src: 2a 00 04 00 d6 9d

2. Destination is multicast.

3. IEEE/SNAP because of the frame type of 01 78

4. Yes, it is 468 pairs long.

Part 2

Broadcast Packet
Frame 2 (64 bytes on wire, 64 bytes captured) 

Arrival Time: Jan 16, 2004 14:02:29.190284000 

Time delta from previous packet: 1.000058000 seconds 

Time since reference or first frame: 1.000058000 seconds 

Frame Number: 2 

Packet Length: 64 bytes 

Capture Length: 64 bytes 

Ethernet II, Src: 00:07:e9:0e:2a:cc, 

Dst: ff:ff:ff:ff:ff:ff 

Destination: ff:ff:ff:ff:ff:ff (Broadcast) 

Source: 00:07:e9:0e:2a:cc (Intel_0e:2a:cc) 

Type: Intel ANS probe (0x886d) 

Intel ANS probe 

Application ID: 0x0001 

Revision ID: 0x0001 

Sequence Number: 654705152 

Sender ID: 256 

Team ID: 00:07:e9:0e:2a:cc (Intel_0e:2a:cc)
Standard point-to-point packet
Frame 95 (1468 bytes on wire, 1468 bytes captured) 

Arrival Time: Jan 16, 2004 14:02:54.083226000 

Time delta from previous packet: 0.007986000 seconds 

Time since reference or first frame: 25.893000000 seconds 

Frame Number: 95 

Packet Length: 1468 bytes 

Capture Length: 1468 bytes 

Ethernet II, Src: 00:01:02:c1:05:4f, Dst: 00:04:80:9d:36:23 

Destination: 00:04:80:9d:36:23 (FoundryN_9d:36:23) 

Source: 00:01:02:c1:05:4f (3com_c1:05:4f) 

Type: IP (0x0800) 

Internet Protocol, Src Addr: 128.208.102.19 (128.208.102.19), Dst Addr: 140.142.15.144 (140.142.15.144) 
Version: 4 
Header length: 20 bytes 
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00) 
0000 00.. = Differentiated Services Codepoint: Default (0x00) 
.... ..0. = ECN-Capable Transport (ECT): 0 
.... ...0 = ECN-CE: 0 
Total Length: 1454 
Identification: 0x07f6 (2038) 
Flags: 0x04 
.1.. = Don't fragment: Set 
..0. = More fragments: Not set 
Fragment offset: 0 
Time to live: 128 
Protocol: TCP (0x06) 
Header checksum: 0x0000 (incorrect, should be 0x6a52) 
Source: 128.208.102.19 (128.208.102.19) 
Destination: 140.142.15.144 (140.142.15.144) 
Transmission Control Protocol, Src Port: 1126 (1126), Dst Port: https (443), Seq: 2471791563, Ack: 3970247829, Len: 1414 
Source port: 1126 (1126) 
Destination port: https (443) 
Sequence number: 2471791563 
Next sequence number: 2471792977 
Acknowledgement number: 3970247829 
Header length: 20 bytes 
Flags: 0x0018 (PSH, ACK) 
0... .... = Congestion Window Reduced (CWR): Not set 
.0.. .... = ECN-Echo: Not set 
..0. .... = Urgent: Not set 
...1 .... = Acknowledgment: Set 
.... 1... = Push: Set
.... .0.. = Reset: Not set 
.... ..0. = Syn: Not set 
.... ...0 = Fin: Not set 
Window size: 63227 
Checksum: 0x88a2 (incorrect, should be 0x11d3) 
Secure Socket Layer 
SSLv3 Record Layer: Application Data 
Content Type: Application Data (23) 
Version: SSL 3.0 (0x0300) 
Length: 1409 Application Data

ARP
Frame 5 (60 bytes on wire, 60 bytes captured) 

Arrival Time: Jan 16, 2004 14:27:24.300100000 

Time delta from previous packet: 0.388249000 seconds 

Time since reference or first frame: 3.388444000 seconds 

Frame Number: 5 

Packet Length: 60 bytes 

Capture Length: 60 bytes 

Ethernet II, Src: 00:04:80:9d:36:23, Dst: ff:ff:ff:ff:ff:ff 

Destination: ff:ff:ff:ff:ff:ff (Broadcast) 

Source: 00:04:80:9d:36:23 (FoundryN_9d:36:23) 

Type: ARP (0x0806) 

Trailer: 00000000000000000000000000000000... 

Address Resolution Protocol (request) 

Hardware type: Ethernet (0x0001) 

Protocol type: IP (0x0800) 

Hardware size: 6 

Protocol size: 4 

Opcode: request (0x0001) 

Sender MAC address: 00:04:80:9d:36:23 (FoundryN_9d:36:23) 

Sender IP address: 128.208.102.100 (128.208.102.100) 

Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00) 

Target IP address: 128.208.102.240 (128.208.102.240)
ICMP
Frame 9 (74 bytes on wire, 74 bytes captured) 

Arrival Time: Jan 16, 2004 14:30:39.160614000 

Time delta from previous packet: 0.008220000 seconds 

Time since reference or first frame: 0.606503000 seconds 

Frame Number: 9 

Packet Length: 74 bytes 

Capture Length: 74 bytes 

Ethernet II, Src: 00:01:02:c1:05:4f, Dst: 00:04:80:9d:36:23 

Destination: 00:04:80:9d:36:23 (FoundryN_9d:36:23) 

Source: 00:01:02:c1:05:4f (3com_c1:05:4f) 

Type: IP (0x0800) 

Internet Protocol, Src Addr: 128.208.102.19 (128.208.102.19), Dst Addr: 216.239.57.99 (216.239.57.99) 
Version: 4 
Header length: 20 bytes 
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00) 
0000 00.. = Differentiated Services Codepoint: Default (0x00) 
.... ..0. = ECN-Capable Transport (ECT): 0 
.... ...0 = ECN-CE: 0 
Total Length: 60 
Identification: 0x0c25 (3109) 
Flags: 0x00 
.0.. = Don't fragment: Not set 
..0. = More fragments: Not set 
Fragment offset: 0 
Time to live: 128 
Protocol: ICMP (0x01) 
Header checksum: 0x0000 (incorrect, should be 0x3566) 
Source: 128.208.102.19 (128.208.102.19) 
Destination: 216.239.57.99 (216.239.57.99) 
Internet Control Message Protocol 
Type: 8 (Echo (ping) request) 
Code: 0 
Checksum: 0x395c (correct) 
Identifier: 0x0200 
Sequence number: 0x1200 
Data (32 bytes)
HTTP TCP/IP

Frame 26 (1514 bytes on wire, 1514 bytes captured) 

Arrival Time: Jan 16, 2004 14:35:26.887485000 

Time delta from previous packet: 0.028237000 seconds 

Time since reference or first frame: 8.414582000 seconds 

Frame Number: 26 

Packet Length: 1514 bytes 

Capture Length: 1514 bytes 

Ethernet II, Src: 00:04:80:9d:36:23, Dst: 00:01:02:c1:05:4f 

Destination: 00:01:02:c1:05:4f (3com_c1:05:4f) 

Source: 00:04:80:9d:36:23 (FoundryN_9d:36:23) 

Type: IP (0x0800) 

Internet Protocol, Src Addr: 66.218.71.92 (66.218.71.92), Dst Addr: 128.208.102.19 (128.208.102.19) 

Version: 4 

Header length: 20 bytes 

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00) 

0000 00.. = Differentiated Services Codepoint: Default (0x00) 

.... ..0. = ECN-Capable Transport (ECT): 0 

.... ...0 = ECN-CE: 0 

Total Length: 1500 

Identification: 0xd53e (54590) 

Flags: 0x04 

.1.. = Don't fragment: Set

 ..0. = More fragments: Not set 

Fragment offset: 0 

Time to live: 55 

Protocol: TCP (0x06) 

Header checksum: 0xf7c3 (correct)

Source: 66.218.71.92 (66.218.71.92) 

Destination: 128.208.102.19 (128.208.102.19) 

Transmission Control Protocol, Src Port: http (80), Dst Port: 1291 (1291), Seq: 2482021208, Ack: 2966731103, Len: 1460 

Source port: http (80) 

Destination port: 1291 (1291) 

Sequence number: 2482021208 

Next sequence number: 2482022668 

Acknowledgement number: 2966731103 

Header length: 20 bytes 

Flags: 0x0010 (ACK) 

0... .... = Congestion Window Reduced (CWR): Not set 

.0.. .... = ECN-Echo: Not set 

..0. .... = Urgent: Not set 

...1 .... = Acknowledgment: Set 

.... 0... = Push: Not set 

.... .0.. = Reset: Not set 

.... ..0. = Syn: Not set 

.... ...0 = Fin: Not set 

Window size: 65535 

Checksum: 0x71fa (correct) 

Hypertext Transfer Protocol 

HTTP/1.1 200 OK\r\n 

Response Code: 200 

Date: Fri, 16 Jan 2004 22:35:27 GMT\r\n 

P3P: policyref="http://p3p.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL HEA PRE GOV"\r\n 

Vary: User-Agent\r\n 

Cache-Control: private\r\n 

Connection: close\r\n 

Transfer-Encoding: chunked\r\n 

Content-Type: text/html\r\n \r\n Data (1079 bytes) 
Part 3
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Part 3a

Observation from a “loop” with Intel 420T Switch

Computer A: Linux Computer 
Computer B: Computer Running Ethereal

Computer A attempts to ping Computer B.

· Computer A is unable to ping Computer B.

· Ethereal showed that the ARP requests were looping repeatedly.

· The ARP requests were getting lost in the switch.

· By taking out the crossover cables from the switch we made the loop cease to exist. 

· After the crossover cables were removed, Computer A and Computer B were able to successfully ping one another. 


Part 3b

Observations on a “loop” with Intel 520T switches

Computer A pings Computer B.

· Computer A and B are both able to ping each other successfully.

· Observed occasional packet loss under this setting, not significantly much, but more often then the above setting. 

· At the event of a packet loss, Computer B sends a UDP packet to the switch. 

· Computer B sends a UDP packet to 229.55.150.208 from Source port: 1346 to destination port: 1345 and the system just hangs there.

· After attempting to ping 229.55.150.208, we received timeout requests, unable to identify why and where Computer B is sending UDP packets there.

Conclusion

One switch was able to successfully transmit a signal between Computer A and B and another switch was not. From this we can conclude that the Intel 520T Switch was “smart” enough to maintain an ARP cache and not allow the looping of the ARP requests. The only way that the Intel 420T switch was able to transmit a signal between Computer A and B was if we disconnected the crossover cables that created the loop.

