Lecture 1
Ryan Prins

· Information Assurance

· Availability to authorized users

· Authentic (not tampered)

· Account Ability

· Info Triangle

· Intrusion Detection / Prevention

· Investigations

· Vulnerability Assessment

· Cars

· Tachmate by Czechmate

· Databases

· Secure Data

· Data from the database comes to the consumer over a 128-bit SSL connection

· Layered Security

· Put the most valuable information on the inside

· Put in DMZ

· Public Web Server

· Public Exchange Server

· FTP Server

Attacks

Threats

Vulnerabilities

· Weakest Link

· Method
Opportunity

· Motive

· Script Kiddies

· Fun

· Power

· As net admin…

· Detect

· Deter

· Offensive

· Confidentiality

· Availability

· Integrity ( Data

· Physical Security

· Server Room

· Locks on Doors (Key Cards)

· Lock Computers to Desk

· Montor Access

· Hardware Vulnerabilities

· Vendor Specific

· Older Hardware

· Software Vulnerabilities

· Misconfiguration

· Patches

· Human Error

· Key People

· Malware

· Logic Bomb

· Trojan Horse

· Virus

· Worm

· Virus / Worms

· Trapdoor

· Information Leaks

· Computer Thieves

· Amateurs

· Crackers

· Malicious Hackers

· Career Criminals

· Programming Background

· ½ Cent

· Encryption

· A B C D E F G H ( G H A B C D E F

· 40-bit encryption

· WEP

· 56-bit encryption

· 128-bit encryption

· 196-bit encryption

· Export regulations

· Could get red flagged

Interceptor

·     1) Block Message

·     2) Read it

·     3) Modify

·     4) Send what appears to be valid

·     Plaintext > encrypt > transmit > received > decrypt > plaintext

· Algorithms

· Lucifer

· Diffie Hellman

· RSA

· DES 56 bit (cracked in less than one day)

· 3DES (not quite as easy to break)

· IDEA (out in 1992)

· Blowfish

· Symmetric Key

· Same key to encrypt and decrypt

· Asymmetric Key

· Private key that does encryption

· Public key that does decryption

· Windows 2000 Server

· CA (Certifying Authority)

· Sender A ( (encrypted key) ( Recipient B ( (asks for A’s public key from repository)

· Trusts

· Direct (Best)

· Hierarchical

· Web of trust (where one trusts someone because someone says you can)

· Program Security

· Test

· Want to make sure that it is giving expected results

· Test for unexpected inputs

· Procedures

· Good management

· Buffer Overflows

· Exceeds array that was set aside

· Overwrites data critical to program

· May overwrite portions of code

· Might overwrite system data

· Might overwrite system program code

· Or alter behavior of code

· What they could do…

· They could get root access

· Return an address to get root access

· To combat:

· Account for incorrect input

· Incomplete Mediation

· Incorrect input that is not accounted for

· Limit input to acceptable ranges

· Default Values (if an entry does not make sense)

· Rechecks input

USER ( firewall ( VERIFY SERVER (in DMZ) ( firewall ( DATA SERVER

· Time of Check to Time of Use

· Someone decides to order 1000 units

· They get volume discount

· Then they change their order to 1

· Hash value (MD5, HSA-1)

· Malicious Code (Malware)

· Designed to cause problems

· Aim to cause confusion

· Aim to cause harm

· Mainly to prove that they could do it

· Ways to do it:

· Trap door

· Unintentional (Test code never removed)

· Intentional (Evil People)

· Backdoors

· Programmers allow themselves a way back in

· Could be legitimate or not

· Covert Channels

· Situation where you are allowing unauthorized access to data

· Trojan horse

· Looks harmless but contains malicious code

· Logic bomb

· Usually set by disgruntled employers to cause harm

· Email based attack

· Schools are the most vulnerable

· Web bugs

· Tracking habits

· Viruses

· Usually need to attach to a file

· Macro virus

· Boot sector virus

· Worm

· Will look for any open connection

· Virus / Worm combo

· Uber cool hax0rs do these

· Best ways to stop be above:

· Good managerial procedures

· Well informed employee base

· Weakest point in any network are the users

· Operating Systems

· Types of Separation
· Physical

· Logical

· Time

· Cryptographic

Objects Limited By:

· Time

· All or nothing

· Boundaries

· Who can do what when

· Segmentation

· Multics

· Administrators

· Users

· System

· Access Control

· Who can get to an object?

· Monitor all accesses

· Slow things down if you do this

· Monitor certain access

· Access control list

· Access control matrix (pg. 201 – maintaining the matrix)

· Kerberos

· Ticketing system

· Protection

· All or nothing

· Partial

· Limited Access

· Password Protection

· One time passwords

· Might be algorithm generated

· User generated

· Combinations

· Biometrics

· Good password policies

· Not in dictionary – any dictionary

· Symbols

· Numbers

· Combination of Upper/Lowercase

· More than 8 characters

· Don’t allow user to revert to old password

· Compare password against prior passwords

· Not their username

· Password Cracker Start With: 

· Dictionary Attack (www.accessdata.com - Password Recovery Tool Kit)

· Birthday Attack

· Brute Force Method

· DNA – Distributed Network Attack

· Hash comparisons

· Reverse Engineer

· Hash algorithms

· Checksum

· CRC – Cyclical Redundancy Check

· MD5 Hash (16-bit)

· SHA-1 (20-bit)

· Loose Lipped Systems

· Ones that give away what you got wrong (e.g. “Wrong user name”)

· Replay Attacks

· Will grab the user name and password from the network and send it back

· Major thing is to prevent people from writing down passwords

· Song 1st letter of each word

· Long phrase

· Phonetic

· Trusted Operating Systems
· You want:

· Memory Protection

· File Protection

· Access Control

· User Authentication

· Things we need to deal with

· Policy

· Design and Trust

· Model ( regulate policies

· Design ( implement model

· Trust (
· Secure:

· Property of Protector

· Implemented Security

· Absolute Base on Testing

· Security as a Goal

· Trusted:

· Property of Receiver

· Judged Secure based On Relationship

· Relative

· Security as a Characteristic

· Security Policies

· What are you enforcing?

· What are you protecting?

· Military Policy

· Much different than commercial use

· Rules of Hierarchy

· Need to Know

· Sensitivity Levels

· Commercial Policies

· What is Public?
· What is Proprietary?
· What is Internal?
· You want the most valuable thing behind as much protection as possible.
· Policies in OS
· Enforce Policies
· Sufficient measures in place
· Evaluation
· Then go back to the top and start over again
· Security Models
· Multi-Level Security
· Bell-La Padula
· Allowable flow paths
· Confidentiality
· Military Approach (Need to know)
· Biba Integrity Model
· Has allowable flow paths, but you make sure that the data is always protected
· Graham-Demming
· Who can create an object?
· Who can delete that object?
· Who can read that object?
· Who can change that object?
· Take Grant System
· Same as above, but adds revocation rights
· OS Developer Challenges
· Many duties
· Constantly dealing with interruptions
· Constant changes
· Maintenance overload
· Engineering Log
· Write it down!
· People should be able to read what you did and re-create it.
· Good Design Rules
· Design for the least privilege
· Economy of Mechanisms
· Keep track of what is going on inside of it
· Open Design
· Permission Based
· Separation of Privileges
· Ease of Use
· Basic Security Features
· Standard OS:
· Authenticate Users
· Protection of Memory
· File & I/O Access Control
· Enforcement of Sharing
· Protect OS Resources
· Trusted OS:
· User ID and Authentication
· Mandatory Access Control
· Object Protection
· Trusted Paths
· Audits
· Audit Logs
· Built-in Intrusion Detection
· OS History
· Multics – MIT
· UNIX – AT&T Bell Labs
· VAX – Multi layered security
· Security Kernels
· Provides Interfaces
· Contained & Isolated
· Inside the Kernel:
· Coverage
· Utilities
· Compactness
· Modifiable
· Verifiable
· Deal with the hardware
· Address the actual OS
· Address the users
· Reference Monitor
· Control access

· Tamper Proof

· Always On

· Small enough to be accessed and analyzed quickly

· Security Suite

· Audit

· Identification

· Enforcement

· Trusted Computing Base (TCB)

· Applies to everything that is enforcing security in a trusted OS

· Components:

· Hardware Security

· Processes

· Protected Memory

· Interactive Communication

· Monitoring all the interactions that are happening

· Process activities

· Executing any domain switching

· Deal with any memory problems that we might have

· I/O Operations

· Design

· Isolate Security

· Implement Security Kernel First

· 
Separation

· Physical

· Temporal (not letting things happen at the same time)

· Cryptographic

· Isolation (logical)

· Layered Design

· Layered Trust

· For Trustworthiness

· Access Rights

· Benefits

· Encapsulation

· Design Control

· Typical OS Flaws

· I/O Processing

· Done outside of the security kernel

· Complex code

· Bypass other parts of the OS

· Character oriented (not encrypted)

· Incomplete Mediation (not verifying that the data being input is correct, e.g. name instead of a brithdate)

· To be sure you have a trusted OS, do the following…

· Testing

· Look for the problems

· Have alpha & beta testers

· Penetration Testing

· Ethical Hacking

· Formal Verification

· Validation

· Five reasons to not be open source

· Everybody can see the code, so they can see the holes

· Can’t see the see the source, making it harder to hack

· Security by obscurity

· Make more money

· Central Control

· Drives Innovation

· Ability to create proprietary standards

· Five reasons to be open source

· Cheaper

· Everybody can see the source

· About the community

· Holes are open to everyone to be fixed

· http://staff.washington.edu/ameliap/index.shtml
· Software

· Hardware

· Wetware – humans

· Social Engineering – Cracking techniques that rely on wetware

· Methods of Social Engineering

· Research

· Develop rapport and trust

· Exploit that trust

· Use it

· Appeal to vanity

· Appeal to authority

· Eavesdropping

· Prey on natural helpfulness

· Take advantage of the lack of knowledge of the value of the information

· You can do this by…

· Pretending to be an employee

· Pretending to be a person of authority

· Pretending to be the employee of a vendor

· Posing as a vendor offering a new patch

· Offering help

· Send them free software

· False pop-ups

· Capturing keystrokes

· Hardware – fake keyboards

· Software

· Offer prizes for registering, forcing them to give a username and password

· If you can get them to give you a password, and most people use one password, and you figure out what websites they look at you’ve got access to those accounts too

· Ask them to transfer a file

· Ask the receptionist to receive a fax then forward it

· Pretend to be a remote user and ask for internal e-mail access

· Warning signs that you’re having an attack

· When people refuel to give their callback number

· If they have an out of the ordinary request

· If they claim the authority

· If they stress urgency – “You’ve got to do this right now!” 

· Threatens consequences if you don’t do what they ask

· If they show signs of discomfort

· If they start name-dropping

· If they start giving a lot of compliments or flattery

· If they start flirting

· Common Targets

· Receptionist

· Those with special privileges (Help-Desk)

· Vendors

· Specific departments (Accounting, Human Resources, etc..)

· What make a company vulnerable?

· Large # of employees

· Multiple facilities

· Information on employee whereabouts are available

· Phone extension information available

· Lack of security training

· Lack of data classification (Is this sensitive, how sensitive is it?)

· No incident reporting/response plan

· Passwords displayed on hardware (sticky notes)

· Internal company memos

· User password and account information

· Theft of intellectual property

· Casting/footprinting prior to e-attack – Where you actually go into the organization and try to pick up the directory listing while you’re there


· Wi-Fi Study

· High Usage

· No precautions

· FSI (First Step Internet)

· Had an authentication scheme

· Access point names and locations

· Intrusion Detections Systems setup

· Knew where their wireless backbone was

· Had client security

· Had end user agreements

· St. Joseph’s regional Medical Center

· Very well-informed to the point that they were cautious and paranoid

· Unwilling to divulge any information about their network

· Educated in social engineering

· They do risk assessment

· Lessons: People an be trained to avoid social engineering, but it only take one person. It’s your way into somebody’s network. You case them out, and somebody’s going to give.

· London’s Waterloo Station

· 75% of these people gave out their passwords immediately

· 15% of the remainder after social engineering gave up their passwords

· 2/3 gave up their passwords to colleagues

· 2/3 had the same password for everything

· War Driving

· Comes from war dialing

· Not use WEP

· Accessing a private network is a crime

· What to use…

· Use Net Stumbler

· Use MS MapPoint and Stumbverter 1.5

· Can also use Airsonort

· Use NMAP to do a portscan

· Kisment

· Ipconfig /all

· Winsniffer finds passwords

· War Driving Study

· 600 war drivers

· Mapped 228,537 wireless networks

· 41 states

· 17 countries

· 4 continents

· 2% had no protection

· War Chalking

· Symbols that let other hackers know that there’s an open node. )(

· Closed Node O

· WEP Enabled (W)

· $)( = Charge you for it

· x)( = Multiple controls (probably got WEP enabled or WPA, MAC filtering, changed defaults

· Honeypot = (Honey)

· OSI Model

· Application

· Presentation

· Session

· Transport

· Network

· Datalink

· Physical

· TCP/IP

· Application layer – FTP, HTTP

· Transport TCP, UDP ( connectionless

· Internet IP

· Physical – Ethernet, Frame Realay

· Threats

· Happen when in transit (packet sniffers)

· Flaws in the protocols

· Impersonation is easy

· Spoofing

· Integrity threats

· Web side defacement

· DoS

· DDoS

· Complex/compound attacks where they send in a Trojan, then something else after it

· Who are our guilty people?

· Script kiddies

· Industrial spies

· Industrial espionage is big business

· Sealing somebody else’s intellectual property

· Information warfare

· Cyber terrorists (China)

· Hacivists (Greenpeace, etc..)

· War drivers

· CSI/FBI Pool and get responses…

· 90% reported security breaches

· 80% acknowledged financial losses

· Most of the loss was proprietary information and fraud

· $26 – 170 million lost

· $25 – 115 million lost

· 74% said the Internet was the primary source of attack

· 34% reported to law enforcement up from 16% in 1996

· 78% said it was from employee abuse of the Internet

· 40% detected external penetration

· 12% reported information theft

· Basic Attacks

· SYN-ACK attack

· Typically, your server can handle thousands of connections

· Can only handle certain # of those trying to establish connections (i.e. web server)

· Attacker ------------------------- Web Server

· SYN ---------------------------(
(--------------------------------- ACK
SYN-ACK never comes --------------------------- 0

· Slows down the web server, since the connection is never made

· Buffer overflows

· DoS

· DDoS (similar to Dave Dietrich’s presentation)

· Zombies

· Attacker ( Zombie ( Zombie ( Zombie ( Zombie ( Server

· Attacker has many zombies, attacking one server. Gets overloaded, and crashes

· Ping of death

· Send packets larger than the computer can actually handle

· 100,000 or more

· Ping flood

· Cookies

· Spyware

· Hotbar – transfers

· Weather Bug

· Congress just passed a law regarding spyware that fines people if they install spyware w/o telling someone

· Proper Design

· Layered Network Security

· Web serer, exchange server, ftp server in DMZ

· Application server within internal firewall

· Router and firewall in between application server and DB server

· Internally may want to do a NAT

· Typically, you want a 3-tier system

· IRT: Incident Response Team

· CSIRT: Computer Security Incident Response Team

· Purpose:

· Localize Responses

· Want to be in control of it

· Educate Staff

· Centralize response

· Need To:

· Get Management Support

· Make a presentation for them

· Statistics

· Pretty pictures ala Anthony

· Put team together

· Draft a mission statement

· Make sure people in the organization know that you exist

· To make sure that people follow the procedures when needed

· Go into business

· Incident Prevention

· Figure out what is in your network

· What is the current security?

· Firewalls?

· DMZs?

· What are you protecting?

· Does investigate individuals ( computer investigations group

· Did an incident actually occur?

· False Alarms

· Software glitches

· Steps to follow:

· Is it easy to reproduce?

· What versions of the software is this affecting?

· What level of access was required to do it?

· Does the vulnerability grant privileged access?

· Is it being actively exploited?

· If yes, can you get even more privileged access?

· How many systems on your network are affected?

· Who to notify if an incident occurs

· Supervisor

· If internal attack, contact the supervisor of that area

· Notify CIO

· Inform law enforcement

· No matter what happens, the paperwork will be there to fill out in the aftermath.

· Creating a CSIRT

· Drivers

· Sarbanes – Oaxley Act

· If you were broken in to, did you take the necessary precautions?

· HIPAA

· Strategic Plan

· What are you responsible for?

· Specific timeframes?

· Is there a group?

· Are you replacing somebody?

· If you are, do they know?

· Stakeholders

· Users

· Management Staff

· Any of the IT Staff

· Legal Department

· Human Resources

· Public Relations

· Release nothing until necessary

· Security

· Risk Management Specialist

· Vision Statement

· Who do we serve?

· What services do we provide?

· Resources?

· Assemble Team

· Deal with first incident!

· Personal Skills

· Good Oral Communication

· Good Written Communication

· Presentation Skills

· Diplomatic

· Be able to follow policies and procedures

· Have to be a team player

· Must have integrity

· Must know their own limits

· Stress management

· Technical Skills

· Need to know basic security principles

· What is confidential

· Access control

· Liability

· Etc…

· Security Vulnerabilities

· Must know the internet!

· Risks

· Network protocols

· Background in network applications

· Background in network security

· Host or system security

· Malicious Code

· Programming Skills

· Incident Handling Skills

· Understand intruder techniques

· Communicate with other sites

· Should have an idea on how to do incident analysis

· Maintenance of incident records

· Internal Incident

· Monitoring their network logs

· Monitor their file access

· Spy camera

· Call in investigators

· Properly Securing Evidence

· If it is off, keep it off

· If it’s on…

· What OS is it?

· Is it booby trapped?

· Take pictures of any open screen

· Close without saving

· Prevents changing the last accessed and last modified

· Systematic shutdown

· At the lab

· Never work from the original

· Make a bit stream copy

· Use a tool that will copy sector by sector

· Unix: dd

· EnCase

· FTK Imager

· Drive Spy

· Paraben

· Evidence Log

· Track who has used what

· Make a key word list

· Search for…

· Existing files

· Deleted files

· File slack

· Unallocated space

· Hidden files

· Hidden partitions

· Data Recovery versus Computer Forensics

· Data Recovery: Know what we are looking for

· Computer Forensics: Might have a good idea… maybe

· Modern Machine Math

· 4 sectors = 1 cluster (2048 bytes)

· From EOF to EOC (Cluster) is your file slack

· Could contain partially overwritten files

· Swap Space

· Virtual memory

· Is not deleted

· This means that things may be accessible, such as passwords, etc..

· Can retrieve:

· Deleted e-mails

· Graphics

· Live editor

· Allows you to hide and find information in the file slack

· Steganography

· The ability to hide information within files

· Stegbreak (BMP/GIFs)

· Stegdetect (BMP/GIFs)

· Not easy to break into these types of files

Can’t necessarily find the file inside

· Post Intrusion Concealments

· Midterm Review

· Root Kits

· 1980s – Unix systems

· Use the “last” command

· Where they were coming from and where they were

· What accounts

· When there

· “ls –la”

· Show all the files

· “ps”

· Show all processes

· Phrack – a magazine

· Philes

· Used to break into systems

· 1989

· Alter code and remove all login records

· Modifying the time stamp and the size of things like

· ls

· netstat

· ps

· They will start harvesting your:

· User passwords

· Login IDs

· They will then start concealing their:

· Files

· Network Connections

· Other Processes

· Root Kit

· A bunch of bundled Trojan horses

· Late 1980s early 1990s

· First was created for the Sun OS4

· 1996 there was a Linux root kit (LRK ver 3)

· With most of these, if you use “ls” it lying about what is going on

· If you used the “find” command it would tell you everything that has changed in the past 24 hours

· Linux Root Kit Version 4

· New Trojans added to it

· “killall” – Kills all your processes

· “crontab” – schedules processes for them

· “du” – hide files

· Over 20 processes included

· Time to fix…

· Clean your system

· Might not get everything

· Do a fresh install

· How to prevent…

· Be aware of they files that they change

· Get the original checksums of those files

· MD5 or SHA-1 hash

· Store hash values off of the system

· “rpm –V –a” – compares the local file to an original

· “rpm –Vup ftp://mirror.site/dir/RedHat/RPMS/fileutils/”

· Where Root Kits Are Kept

· ftp://ftp.technotronic.com/unix/trojans/
· http://packetstormsecurity.com/unit/penetration/rootkits/
· http://www.digitaloffense.net/worms/
· http://www.chkrootkit.org (to get root kits off of your system)

· When you have a Root Kit

· Get compromised machines offline

· Get Logs

· Image the drive

· Start your cleanup

· Loadable Kernel Modules

· Also known as LKMs

· They will go in a alter your kernel

· It has kernel level hooks to system processes

· They are not replacing any of the external commands

· For security monitors, like Trip Wire, they will not be visible

· The Hackers Choice (THC)

· Has them written up for Free BSD, Solaris, Linux

· http://www.thehackerschoice.com/papers (To find out how they get in)

· How to fight the kernels

· Disable system support for them

· Basically so that they cannot hook into your processes

· Whenever calls are made to execve()

· Go to google and find some exploits that you can do with Windows Server SP3

· MIDTERM

· True/False

· Fill in the blank

· Essay

· 1 Multiple Choice

· Covers chapter 1-5

· Review Key terms

· Allowed one 81/2 by 11 note sheet (front and back)

· Thinks to know

· Computer Forensics

· Terms like

· File Slack

· Bitstream Copy

· Etc..

· Should be able to describe

· Bots

· Bot Nets

· How they function

· How to create a security incident response team (IRT)

· When trying to staff an IRT what personal and technical skills will they need?

· Describe war walking, war driving, and social engineering

· Public Key Encryption

· Public: Encrypt

· Private: Decrypt

· Encryption Algorithms

· Describe how malicious code operates

· Difference between worm, virus, viral worm

· Designing trusted operating systems

· Chapter 1

· Difference between

· Threat

· Vulnerability

· Attack

· Know what the goals of network security are

· Physical security is first

· Differences between

· Software vulnerabilities 

· Hardware vulnerabilities

· Methods of Defense

· Chapter 2

· Symmetric verses Asymmetric cipher

· Algorithms

· Substition  Cipher

· Transposition Cipher

· Compare Stream to a Block Cipher

· Describe and Adv/Dis Adv

· DES

· 3DES

· IDEA

· RSA

· Certifying Authority (CA)

· Private

· Public

· Verisign

· Chapter 3

· Don’t want one of your programs to have your network go down

· The Flash file example

· You can get a buffer overflow from your own program

· You can overwrite about anything with this

· List the problems

· Incomplete Mediation

· You are not checking the input

· Putting numeric data into something that should only be text

· Time of check to time of use

· Online purchase price example

· Malicious code (be able to describe how they work)

· Trojan Horses

· Viruses

· Worms

· Trapdoors

· Backdoors

· Logic Bomb

· Describe the difference between and how to fight them

· Boot sector virus

· Memory resident

· Polymorphic

· Stealth

· Section 3.5

· Be able to describe items in this section

· Chapters 4 & 5

· What goes into memory protection

· Architecture

· Segmentation

· Who can get into what part of the OS?

· Access Control List

· Kerberos

· Granting a ticket

· User authentication

· Incorrect Username / Incorrect Password

· Avoiding statements like this

· Where you store your passwords

· Page 233 (Layered Areas)

· Policies

· Page 252 (Separation of privilege / Permission Base)

· Mandatory vs. Discretionary access control

· Separation

· Layered Models

· Various System Flaws

· Examples of a Trusted OS versus Non-Trusted OS

· VAX was one of the first Trusted OS

· There are 4 things that are needed to make a trusted OS

· Good password policies

· For questions that require immediate attention

· Email: aphillip@highline.edu
· Class Questions

· What does FRED stand for?

· Forensics Recovery Evidence Device 

· What ports or ports does an xdcc attack happen on?

· 6666 or 6667

· Describe SYN-ACK attack

· You send the SYN “Hello” and you never get the ACK

· Explain File Slack

· What are 4 good system design rules

· How did the code red worm get its name?

· It came from the hackers who came Code Red Mountain Dew

· What makes a good password?

· What does CIA Mean?

· Confidentiality Integrity Accountability? 

· Main difference between data recover and data forensics

· Data recovery you know what you are looking for

· What is WET Ware

· Humans
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